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Outline Cavree

* Who is this guy?

* What is Incident Response?
* What is Forensics?

* How are they related?

* The Tools

* Demo

* Q&A
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Who is this guy? ENTER

* Jim Clausing — jclausing@isc.sans.org

* MS (and ABD) in CIS from OSU

* Been doing this since 1980 or 81

* Day job

* SANS Internet Storm Center volunteer handler

* Instrument-rated private pilot
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What is Incident Response? ENTER

* Events vs. Incidents

* Event — observable occurrence
Examples: Anti-virus alerts, IDS alerts, “the computer is slow”

* |ncident — action that results in harm or potential harm to
computer system or data

Examples: worms, viruses, unauthorized usage (kiddie porn)

* False Positive

* False Negative
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The 6 Steps of Incident Response Canree

* Preparation
* |dentification
* Containment
* Eradication
* Recovery

* Lessons Learned
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Preparation uméb

* Skills
* Practice
* Notification
* Time synchronization
* Management support
* Legal
* Data

* Awareness
* http://csrc.nist.gov/publications/nistpubs/800-50/NIST-SP800-50.pdf

© Jim Clausing 2006 http://handlers.sans.org/jclausing



INTERNE?
: S'_T&’m'a
Preparation ENTER

* Intruder Detection Checklist (Unix)

* http://www.cert.org/tech _tips/intruder_detection_checklist.html
* Intruder Detection Checklist (Windows)

* http://www.cert.org/tech_tips/win_intruder_detection_checklist.html
* Steps for Recovery

* http://www.cert.org/tech_tips/root_compromise.html
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Preparation — jump bag ENTERY

* Phone list/phone book

* Pens, pencils, CDs, floppies, ZIP disks, USB flash
drives

* Response CD, hubs (if you can find them), ethernet
cables

* Flashlight, screwdrivers, digital camera
* Spare batteries (flashlight, phone,...)
* Incident response forms

+ System baselines — understanding of what “normal”
IS.

© Jim Clausing 2006 http://handlers.sans.org/jclausing



)me' ]
. TORM,
Preparation Lsxmzéb

* Just like disaster recovery, no one likes to think
about it, but once the incident occurs, it Is too late
to plan your response.

* Plan the work, work the plan
* Checklists
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|dentification ENTER

* Alert / inform early

* The tightrope between “crying wolf’ and letting
management getting blindsided.

* Verify that an incident has actually occurred.

* System account / audit logs

* Correlate with other logs (router, IDS, ?777?)
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Containment wa

* Limit the damage

* Preserve business data

* Preserve evidence
* Assess business risk
* Possible responsive actions:

* Change passwords / IP addresses

* Segment or block the system (attacker or victim)
* Alert others “nearby”

* Increase monitoring

* Get sample malware to A/V vendor
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Containment Centen

* Business decisions

* |nstrument and observe
* Pull the plug

+ Call in law enforcement

When is this required?
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Eradication Al

* Clean it up

* Determine when and how the incident began (this
can impact the decisions below)

* Possible eradication methods

* Restore from backup (you do have backups, right?!)
* Remove malware
* Rebuild from scratch

* Review trust relationships (where else could this have
gone?)

* Improve countermeasures (system and network)

© Jim Clausing 2006 http://handlers.sans.org/jclausing



INTERNE?
%ﬂf@
Recovery —
* Validate system has been secured

* “System owner” determines whether the system is
ready to return to service.

* Follow up monitoring
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Lessons Learned CenTeR

* Follow up report

* What worked?

* What didn’t?

* What else needs to be done to minimize risk?
* Communicate the lessons

* Learn from others

* Apply the fixes
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What is Forensics? ENTER

* Definition

* “Gathering and analyzing data in a manner as free from
distortion or bias as possible to reconstruct data or what
happened in the past on a system or network.” -Venema
& Farmer (1999)

* Key pieces

* Preserving evidence
* Seizure policy

* Data gathering

* Data analysis

* Reporting
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Forensics Cenren

* Order of Volatility

* Memory

* Swap/page

* Network status / connections
* Running processes

* File system information

* Disk blocks
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Forensics — steps ’\”"a

* Verify incident
* Gather system description
* Collect (and preserve) evidence, logs, reports

* Cryptographic hashes
* Chain of custody

* Create timeline
* Media analysis

*+ Recover deleted files

* Keyword search

* Report
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Forensics — media analysis Cente
* OS specific
* Validate integrity of key parts of the OS

* Windows registry
* Configuration files

* |Investigate user areas

* Usage patterns

* Temporary files
* Recycle bin

* Browser history
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Forensics — Timeline reconstruction Wa

* File system MAC times

* Modified (file contents)
* Accessed
* Created/Changed (directory entry)
* Limitations
* Only the last modification/access/change is recorded
* MAC times can be manipulated

* Use tools to automate
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Forensics D

* Remember the definition

* “as free from distortion or bias as possible”

* Anything we do on a system changes the system
state

* Best evidence

* Chain of custody

* Media imaging

* Cryptographic hashing

* Document the collection process

* Buddy system
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How are they related? Covmer

* Pretty closely ©

* Sometimes described as orthogonal

* Incident handling — the framework

* Forensics — the detailed analysis

© Jim Clausing 2006 http://handlers.sans.org/jclausing



PNTERNED
. . Smm:a
The 6 steps In practice — prep (tools) ENTER

* Preparation

* Make sure you have a response CD for every OS in your
environment

* Always use trusted software (your response CD)
* Windows Forensic Toolchest (WFT 2.0)
* Windows Resource Kit tools

* Sysinternals tools: RegMon, FileMon, TCPView,
autoruns

* Foundstone tools: fport, pslist
* Winpcap/windump, ethereal (now known as wireshark)
* RegShot
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More preparation LENTER@

* Establish baselines
* Tripwire/osiris
* RegShot
* |nstalled apps (versions)
* Service packs
* Hot fixes
* Local accounts
* Shares
* Enable auditing

* Logging to central log host
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Still more preparation uma

* Policy
* Acceptable use policy (AUP)
* HIPPA/FERPA/GLBA

* Locate the logs

* Perimeter firewalls
* Perimiter IDS
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|dentification CENTER

* Collect data

* System
Event logs

Firewall logs
A/V logs

+ Network
IDS

Firewall logs

Routers (net flow)
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|dentification: Network

* Check the logs

* Did the IDS alarm?
* Who was the system talking to?

Firewall logs
Proxy logs
Router net flow

* Capture traffic

* SPAN port on the switch
* That hub in the jump bag
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Why windump/tcpdump? st‘a
* Windows SMS includes Network Monitor which

could be used.

* Winpcap/windump (or tcpdump and libpcap for
Unix/Linux) are free

* The PCAP format is understood by many tools
(especially on Unix/Linux).

* Ethereal (wireshark)
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windump switches ENTERY

4

-s <snaplen> how many bytes to capture, 1514
will include ethernet headers and full data

-w <outfile> name of the file to save the output to
(in pcap format)

-I <interface> which interface to capture from (use
-D to figure out which is the appropriate one)

-n Don't do DNS name resolution

“host x” or “tcp port 445” Berkeley packet filter
language to limit scope of the capture
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What to look for from the network? wa

* Connections to many hosts, especially on the SMB
oorts 135-139 and 445.
* Large volumes of ICMP traffic

* |RC traffic

* Analysis techniques

* Top talkers
* Odd port combinations
* Use ethereal (wireshark) to do protocol analysis
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System information um@

* Computer location
* Building
* Room
* Office
* Jack/Port
* User and login ID

* User's phone number
* System name

* MAC address

* |P address
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INTERNE?
What to gather on the live system wa
* Collect data from most volatile to least volatile

* Collect it in “forensically sound” manner

* Minimal impact to system
* Don't store on the live system's disks (if you can help it)
* Automate it if you can (e.g., using WFT)

* Document/record all your actions

* Preferably using buddy system

* Person 1 —records
* Person 2 — touches the system

* SANS SCORE site has IR forms
* Who, what, where, when, whx
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Data collection wa

* First pass — collect as whatever user is logged into
the system

* Second pass — collect any additional data available
to Administrator

* Data storage

* Clean floppy

* Pre-formatted CD-RW

* Clean USB flash drive

* Network share

* Using netcat to “handler” workstation/laptop
* As last resort, on the system itself
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Trusted environment um@

* Use known good “cmd.exe” from response CD

* This is why you need a response CD for each OS in your
environment.

* Run all the tools from this command window

© Jim Clausing 2006 http://handlers.sans.org/jclausing



INTERNE?
. STOM:’@
Windows RunAs Cenrer

* To collect the data as Administrator use RunAs
facility.

* Right-click (or use command line version)
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System State Info Canter

* System date, time, uptime
* Process information

* psinfo, pslist, fport, cmdline, autoruns, Rootkit Revealer
* Network information

* netstat -a -n -o (-o option not available on 2000)
* Sysinternals real-time tools

* File system information

* mac.exe
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Where does malware hide? wa
* Directories

* Recycle bin

* Temp directories

* \windows\system32 and the like

names similar to legit apps

* Registry Keys

* http://www.silentrunners.org/sr_launchpoints.html
* Scheduled Tasks
* Running processes

* Listening services
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The Windows Forensic Toolchest (WFT )z

* Provides repeatability/consistency
* Extensible

* Forensically sound

* Well organized

* Extensive logging

* Web front-end for analysis
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US|ng WFT ENTERN

* Verify date/time/system info

* Examine processes — anything unexpected
(compare to baseline)

* Services — ditto
* Network — Fport, netstat, net user

* Login history — has anyone been attempting to login
as Administrator

* Registry — Especially run keys and autostart
* Install history

* MAC times — import into Excel

* Alternate Data Streams
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Containment Iin practice u“‘a
* Disconnect from the network (What is the criticality
of the system? What is the policy?)
* |solate accounts

* Change passwords (local and domain)
* Backup local data

* Critical data (license keys)
* Remove shares, unneeded registry keys

* Update file permissions

* Use boot floppy or CD to change Administrator
password
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More containment um@

* Work through the data collected
* When did the breach occur?

* When were your last good backups?
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Eradication in practice wa
* Boot to safe mode and run A/V software
* Search for and remove malicious registry entries
* Remove malware from the system
* Verify all passwords have been changed

* Sanitize disk (low-level format plus DOD erase),
then reinstall OS

* Determine patch / service pack levels
* Apply BEFORE reconnecting to the network
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Recovery In practice uma

* Monitor the system
* Validate functionality

* Work with system owner on data recovery and risk
acceptance

* Use tools like Microsoft Baseline Security Analyzer
to verify system is current on patches

* Run external vulnerability scan (ISS, nessus, ...)

* Configure / verify Auto Update for A/V tool
(patches)

* Recheck in relatively short order
* Monitor for abnormal traffic (IRC, ...)
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More recovery wa

* Additional instrumentation/protection

* Add anti-spyware software

Spybot-Search and Destroy (resident, aka TeaTimer)
SpySweeper

+ Add software firewall

The built-in XP firewall is weak

* Add AV

* Use the CIS Benchmarks to make sure you have
hardened the OS appropriately
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Lessons Learned éw‘a
* What additional instrumentation/protection should
we add to all of our systems?
* What can we do to improve our perimeter?
* Does everyone really need to run as a local admin?
* “Prevention Is ideal, but detection is a must”
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Lessons Learned um@

* Defense-in-depth

* Updated security software on all machines
A/V, anti-spyware, personal firewall, privacy

* E-maill filtering
Gateway and local

* Regular backups

* Policy

+ Awareness
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Winfingerprint Cenren

PnTERNE

Fm, Winfingerprint 0.6.2

Input COptions Scan Options = I
i~ IP Range = IP List f Domain 7 Active Directory 0 wMI API can
f* Single Host  Reighborhood v win3Iz O Yersion [ Users W Patch Lewvel Exit |
IPF Address:
1z7.0.0.1| [ mMull IPCF Sessions v Services [ MoaC address Clear |
[w MetBID= Shares [ Disks W =cssiens
. Save |
[ Date and Time [ Groups | Ewent Log
. Show
[w Ping Host(s RPC [ Help |
E ts) I Bindings Errors
[ Traceroute Host
Seneral Options
Broadcorm Met=trermme Sigabit Ethernet - Packet Schedo -—| [~ TP Portscan Range: |1 |1024
Tirmeout for TCPAUDPAICHMPASMHNMP: [= [ UDP Portscan Range: |1 1024
. i i . bli
retries: 3 Max Connections: [1024 [ SMMP Cormmunity String: |public
Finging 127.0.0.1 with 44 bytes of data: P
Reply from 127.0.0.1 0 ms {id= 1, seq= 1)
IF address: 127.0.0.1 localhost
Zomputername: ISOWICLALUSIMNGTAS0
Mo addresses:
O0s05&scO0000s
ooOsSossecOo00nl
oolocacf7dan
Patch Lewvel:
Dperating Systerm: 5.1
Role: WMT Wworkstation
Role: LAarM Manager workstation
Raole: L&k Manager Server
Zarmment:
Service Pack 2
KBS733533 windows =P Hotfix - KBS733335
KBS7F3I3I32 WwWindows =F Hotfix - KBS73339
KBSS3939 Security Update for windows =P (KBSS3239)
KBSS5250 Wwindows =P Hotfix - KBSS§5250
KBSSsaezs Wwindows =F Hotfix - KBSS856Z6
KBSS5835 Windﬂws =F HD'L'F!:-:: - KBS355835 -
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FileMon

& File Monitor - Sysinternals: www.sysinternals.com

File Edit

Opkions

Yolumes  Help

H #KEE &

f NTERNE

bl e
'l

TORM,

rren

E; ' ki

#

123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
145
147
148
149
150
151
152

Time
005713
00:57:13
00:57:13
005713
00:57:13
005713
00:57:13
00:57:13
005713
00:57:13
00:57:13
00:57:13
00:57:13
005713
00:57:13
00:57:13
005715
00:57:15
005715
00:57:15
00:57:15
005715
00:57:15
005717
00:57:17
005717
005717
00:57:17
005717
00:57:17

Process

4 ewplorerex..
e evplorerex..
¢ exploreres..
exploreres...
mndll 32 ex. .
mundll32.ex...
mndll 32 ex. .
mundll32 e, .
mundll32.ex...
mndll 32 ex. .
mundll32 e, .
mndll 32 ex. .
mundll32 e, .
mundll32.ex...
mndll 32 ex. .
mundll32 e, .
] PGFPtrape...
o PGPhaye. .
] PGPraye...
explorer ey, .
ewplorer ex. .
exploreres...
¢ ERplorerex. .
| PGPtrape...
o PGPhraye. .
] PGPaye. .
exploreres...
explorer ey, .
ewplorer ex. .
explorer e, .
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Request

LQUERY INFORMATIOMN
OFEM

QUERY INFORMATIOMN
CLOSE

OFEM

LOCE.

QUERY INFORMATIOMN
READ

UMLOCK

CLOSE

OFEM

LAOCE.

QUERY INFORMATIOMN
READ

UMLOCK,

CLOSE

OFEM

QUERY INFORMATIOMN
CLOSE

QUERY INFORMATIOMN
OFEM

LQUERY INFORMATIOMN
CLOSE

OFEM

QUERY INFORMATIOMN
CLOSE

LQUERY INFORMATIOMN
OFEM

QUERY INFORMATIOMN
CLOSE

Fath

C:MProgram Files\PGP Corporation'Fi...
C:%Program FileshPGP Corparation PG,
C:%Program FileshPGP Corporationt PG,
C:MProgram Files\PGP Corporation'Fi...
CAPROGRA™TAT hinkPadWJTILIT 1%
CAPROGRA™TAT hinkPadWUTILIT 1% .
CAPROGRA™TAT hinkPadWJTILIT 1%
CAPROGRA™TAT hinkPadWJTILIT 1N
CAPROGRA™TAT hinkPadWUTILIT 1% .
CAPROGRA™TAT hinkPadWJTILIT 1%
CAPROGRA™TAT hinkPadWJTILIT 1N
CAPROGRA™TAT hinkPadWJTILIT 1%
CAPROGRA™TAT hinkPadWJTILIT 1N
CAPROGRA™TAT hinkPadWUTILIT 1% .
CAPROGRA™TAT hinkPadWJTILIT 1%
CAPROGRA™TAT hinkPadWJTILIT 1N
C:ADocumentz and Settingshjac.JCLAL...
C:ADocuments and Settingsjac.JCLall.
C:ADocumentz and Settingshjac.JCLAL...
C:%Program FileshPGP Corparation PG,
C:%Program FileshPGP Corporationt PG,
C:MProgram Files\PGP Corporation'Fi...
C:%Program FileshPGP Corparation PG,
C:ADocumentz and Settingshjac.JCLAL...
C:ADocuments and Settingsjac.JCLALL
C:ADocuments and Settingsjac.JCLall.
C:MProgram Files\PGP Corporation'Fi...
C:%Program FileshPGP Corparation PG,
C:%Program FileshPGP Corporationt PG,
C:\Program Filez\PGP Corparation' P, .

Rezult

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
RAMNGE MO...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
RANGE MO...
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Other

Attributes: o
Optiong: Open Access: Execute
Length: B55040

Optiong: Open Access: Al
Ewcl Mo Offzet; O Length: -1
Length: 6246

Offzet: 0 Length: 6246
Qffzet: 0 Length: -1

Optiong: Open Access: All
Ewcl Mo Offset: 0 Length: -1
Length: G246

Offzet: 0 Length: 6246
Offzet: 0 Length: -1

Optionz: Open Access: Al
Attributes: A

Attributes: b
Optiong: Open Access: Execute
Length: 855040

Optionz: Open Access: Al
Attributes: A

Attributes: o
Optiong: Open Access: Execute
Length: B55040
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File Edit Options

X B E

Lo ]
o’

Help

=

Y

f NTERNE
Iy

—
TORM

rre e
E; ' ks

Time
9. 456585830
945688377
9.47031089
9.47033659
947036034
943293904
9.43301474
9.433033439
9.49813317
943316357
9.49818752
951122280
951124373
951127252
9.56073340
9.64387234
9.737929582
9.828R7252
9.92502343
10.01873010
10.01873576
10.01834010
10.01885295
1011254307
1011257632
1017623217
1017624475
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Process

SpnT ..
SunT...
SonT...
SpnT ..
SunT...
SpnT ..
SunT...
SonT...
SpnT ..
SunT...
SonT...
SpnT ..
SunT...
SonT...
SpnT ..
SunT...
SonT...
SpnT ..
SonT...
J SunT..
C acsex.
AW,
[ acsex.
) SynT..
) SunT..

Request

Cluentsalue
Clozek.ey
Createkey
Cluentsalue
Clozek.ey
Createk.ey
Cuernyalue
Clozek.ey
Createk.ey
Cuernyalue
Clozek.ey
Createk.ey
Cuernyalue
Clozek.ey
Createk.ey
Cuernyalue
Clozek.ey
Createk.ey
Huentfalue
Clozekey
Openk.ey
Openk.ey
Openkey
Createkey
Huentfalue
Clozekey

Path

HECLAS aftwarehSpnapticsSunTPEnh. ..
HECUMS oftwaret SynapticehSynTFPEnh...
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..
HECUMS oftwaret SynapticehSynTFPEnh...
HECUS aftwarehSpnapticsSunTPEnh. ..
HECUMS oftwaret SynapticehSynTFPEnh...
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..
HECUMS oftwaret SynapticehSynTFPEnh...
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..
HECUMS oftwaret SynapticehSynTFPEnh...
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..
HECUMS oftwaret SynapticehSynTFPEnh...
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..
HELMYSOFTwWARE Natherosathaina

HELMMSpetemhCurrentContralSethContr. ..

HELMAYSOFTWARE MAtheros\athaina

HECUMS oftwaret SynapticehSynTFPEnh...
HECUMS aftware  SynapticehSynTPEnh...
HECLAS aftwarehSpnapticsSunTPEnh. ..

HF.LE S vstem CurmentControlS et Cantr. ..

Result

SUCCE...
sSUCCE...
SUCCE...
SUCCE...
sSUCCE...
SUCCE...
sSUCCE...
SUCCE...
SUCCE...
sSUCCE...
SUCCE...
SUCCE...
sSUCCE...
SUCCE...
SUCCE...
sSUCCE...
SUCCE...
SUCCE...
SUCCE...
SUCCE...
MOTFO...
SUCCE...
MOTFO...
sSUCCE...
SUCCE...
SUCCE...
SLICLE. .

Other
=11

Access:
=11

Access:
=11

Access:
=11

Access:
=11

Access:
=11

Access:

0=11

Access: O

Access: O
=11

VPLIMER
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TCPView CENTER

& TCPYiew - Sysinternals: www. sysinternals.com

Filz Options Process Wiew Help
& A —

Froc. .. ) Fratocal Local Address Hemote Address State

[Sp=tem Proc... TCP iclavsingtd3.ugd. a... 121200710114 http TIME W4T
[Spztem Proc... TCF iclavusingtdZ ugd. a .. 121201071 14 kttp TIME sl T
alg. exe: 328 TCF iclausingtd3:1034 iclausingtd3:0 LISTEMIMG
cwpnd.exe:15... TCP iclausingtd3:62514 clausingt43:0 LISTEMIMG
cwvphnd.e=e:15... UDF iclausingtd4 362514 =*

firefox. exe: 2640 TCP iclausingtd3:1133 localhost: 1200 ESTABLISHED
firefox. exe: 2640 TCF jclausingtd3:1 200 localkhost: 11398 ESTABLISHED
firefox. exe: 2640 TCP iclausingtd3.ugd. a... 216.239.62. 13 http ESTABLISHED
Frarmework5e... TCP jclausingtd23:9031 iclauszingtd 3:0 LISTEMIMNG
FrameworkSe... UDF iclausingtd2:3031 wo¥

FrameworkSe... UDF iclausingtd 39032 wx

FPGFtrap.exe:... TCF iclausingtd3: 33333 jclausingt43:0 LISTEMIMG
spoolsw.exe:1... UDFPF iclausingtd3: 1042 wx
svichost.exe:1... UDFP iclausingtd 3:ntp
svchozt.exe:1... UDFP iclauszingtd 3:Atp
svchoszt.exe:1... UDFP iclauszingtd 3:ntp
zwchoszt exe:1... UDPF jclavusingtd 3 ugd. a. ..
svchoszt.exe:1... UDFP iclausingtd3:1209
svichost.exe:1... UDFP iclausingtd3:1 205
svchozt.exe:1... UDFP iclauszingtd3: 1027
svchost.exe:1... UDFP iclausingtd3:1 206
svchost.exe:1... UDFP iclausingt43:1028
svchoszt.exe:1... UDFP iclausingtd3:1 201
zwchoszt exe:1... UDPF iclausingtd3:1 207
svchoszt.exe:1... UDF iclausingtd3:1 208 :
svchost.exe: 2... TCP iclausingtd 3 epmap  clausingt43:0 LISTEMIMG
svchost.exe:5... UDFP iclausingt43:1300 wo¥

svchozt.exe:5... UDFP iclavsingtd 3. ugd. a... =~

H
H

¥oX ¥ ¥ ¥ ¥ X ¥ X N R
£ ¥ X ¥ ¥ ¥ ¥ ¥ #

=

-
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
=
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Autoruns

‘= Autoruns [JCLAUSINGT43\jac] - Sysinternals: www.sysinternals.com

File Entry Options User Help
=l 2 33
E Image Hijacks | Applnit |%) KnownDLLs ' Wwinlogon I"L YWingock Prowviders iza Print Monitors
&7 Everpthing % Logon % Services ';4 E =plorer ﬁ Internet Explarer uj Scheduled T aszks E B oot Execute
Autorun Entry Cezcription Publizher Irmage Path ™

ﬁ HELMYSOF TWwiARE SMicrosofthwindows MNT\Currentyersionhwinlogonh U zerinit
E CNwAMDOWS.. Ugennit Logon Application kicrosoft Corporation
ﬁ HELMYSOF TWwWAARE Shicrosofthwindows MNT\Currentyersionhwinlogonhs hell
J Explorer. exe Wwindows Explorer kMicrozoft Corporation
ﬁ HELMANSOFTWARE SMicrozofth\windowshCurentersionh\Bun

c:windows s zpstem32husen...

c:aindowsexplorer. exe

7] [ ascrobat Assist...
[~] . ATIPTA

¢ BCWwWipeTh St
BELOG

Doctor Install
EZEJMMAF

ISUSPR Startup
ISU55cheduler
iTunezHelper
Logitech Hard. ..

QL =P8

X7
Ll

I[KIERIEEEEEEERE
1

Readuy.

% HumbdetenngCl...

AcroTray
ATl Desktop Control Panel
BCwipeTh

Doctor [nstall - Installation ..
Bt ThinkPad EasvEject 5.
ketering Client DLL for Wi, .

InztallShield Update Servic...

iTunezHelper bodule

Adobe Syztems [he.
ATl Technologies, Inc.
Jetico, Inc.

ATRT
IEb Corp.
Hurrminghbird Lid.

InztallShield Software Corpao. ..

Apple Computer, [ne.

Logitech KHAL Main Process Logitech [nc.

c:program files'adobehacr...
c:program fileshati technol. .
c:wprogram filesyjeticosbowi.
c:wprogram filessthinkpadu,..
c:wprogram files'doctor inst. .
c:wprogram filessthinkpadu,..
c:wprogram filesshumminghbir. .
File not found: C:%Program ...
c:wprogram filesh\commaon fil...
c:wprogram filesituneshitun, .
c:wprogram files.common fil... "
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Demo ENTERN

Let’s actually run wit
Demo: http://www.clausing.us/~jac/tc7/wft-demo.zip

Can be played by mplayer on Linux
(http://lwww.mplayerhg.hu/) or on any Windows AVI
player with the VMware codec
(http://www.vmware.com/download/eula/moviedeco
der_v55.html)

Config:
http://www.clausing.us/~jac/tc7/wft_XP_short.cfg

Output: http://www.clausing.us/~jac/tc7/index.html
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Q & A (CENTER

* E-mall questions: jclausing@isc.sans.org

I THANKS !
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INTERNED
Handlers on the loose in Vegas L“a
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* ntt
* nit
* ntt
* ntt

4

4

* htt

* htt
ga

0://lwww.sans.org/rr/whitepapers/incident/

0://www.sans.org/rr/whitepapers/forensics/

n://isc.sans.org ©

0://www.sans.org

Security 504 (GCIH)
Security 551 - Stay Sharp: First Responder (Windows)
0://www.foolmoon.net/security/wft/

0://www.foolmoon.net/downloads/Monty  McDou

_ GCFA . .pdf

* http://www.sans.org/score/
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* Incident Response & Computer Forensics, Second
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* Computer Security Incident Handling Step-By-Step,
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